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A U T O M A T E  T H E  R E D  T E A M



W H A T  I S  I T
An beginner- level  l ive  tra in ing course
designed for  cyber  secur ity
professionals  looking to  enhance
their  offensive development sk i l ls .
The program is  NOT for  beginners  in
offensive cybersecur ity  /  red team;  i t
is  ta i lored  for  those planning to
enhance their  sk i l lset  and expert ise
in  red team automation,  &  offensive
development target ing L inux
platform.

The l ive  tra in ing format  provides ~30
intensive hours  of  interact ive
lectures,  where part ic ipants  can
engage with  the tra iners  and their
peers  whi le  learning these
techniques.

Our  curr iculum is  constantly  revised,
and updated to  incorporate new
research and techniques,  ensur ing
you remain a  step ahead.



W H A T  Y O U  W I L L  L E A R N
By enrol l ing  in  the l ive  tra in ing,  you
wi l l  learn:

Modern defense techniques
A guided walkthrough of  var ious
techniques used by modern
defensive tools ,  their  strengths
and weaknesses.

Offensive techniques
Deep dive into techniques
related to  in ject ions,  pr iv i lege
escalat ions,  stealth  techniques,
EDR evasion methods etc .

C2 and payload development
Bui ld  your  own mult i -stage
payload with a  basic  C2;  deploy
custom evasion,  propagat ion
methods;  and bypass  var ious
protect ions in  L inux.



SY L L ABUS
Lab deployment ( local  /  c loud)
Linux programming pr imer
Prepar ing the common framework
(C2 and payload)
Bui lding the payload (s ingle  and
mult i -stage payload,  extensible
payloads)
In ject ion methods
Stealth  techniques to  cover  own
tracks  (h iding process,  network,
f i le  etc . )
Pers istence techniques
Priv i lege escalat ion
EDR internals  and bypass  methods
(evading from process  monitor ing,
f i le  integr ity  monitor ing etc . )
Lateral  movement
Handl ing network  segmentat ion
(pivot ing,  proxies ,  network  tunnels
etc. )
Capstone project :  automating the
attack  chain



PR ER EQU I S I T E S
To ensure part ic ipants  are  prepared
for  the l ive  tra in ing,  students  should
meet  the fol lowing prerequis ites :

Prior  programming experience:
prof ic iency in  C++ (C++14 or
above ) ,  POSIX API ,  and shel l
scr ipt ing is  crucial  to  understand
most  of  the techniques.
Famil iar ity  with  C2 frameworks:
basic  understanding of  how
command & control  systems
operate.
Linux internals :  bas ic  knowledge
about  process  and threads,
permiss ions,  process  management,
memory,  system cal ls  is  required.
Curios  mind:  Motivat ion to  learn
diff icult  techniques,  pract ice  them
unti l  they become second nature,
and complete the labs.  



T A R G E T  A U D I E N C E
The course is  ideal  for :

Penetrat ion testers
Red Team folks
Blue Team folks
Security  researchers
Security  analysts

If  you are  someone:

try ing to  advance your  malware
development sk i l ls
interested in  deepening your
understanding of  attack  and
defense methods
interested in  learning how to
deploy offensive tools  in  complex
scenar ios

This  course is  for  you.


